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INTRODUCTION

In general, digital watermarking means
digitally adding a small amount of data(referred
to as watermark) in a digital object (host). The
information encoded in the watermark can be
used to identify the copyright owner of the object
or to detect any tampering performed onto the
object1. It can be used in several applications, such
as copyright protection, Copy Protection, Content
Authentication...etc.2. Watermarking can be
applied in several media, such as image, movie,
audio, etc.4-6. In the recent years, this technology
is focused on the digital vector map. Recently, Geo-
spatial data is increasingly used in many
applications like navigation systems, location
based services offered by cell phones with Global
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Positioning System (GPS), Web based map
services, and developing geographic information
system (GIS) for city planning and disaster
management7.

The acquisition of digital vector map is
expensive and time consuming process as it
requires lots of labor and information resources to
acquire geospatial data. Because the digital vector
map is stored in digital form, it can be copied and
redistributed illegally. To avoid illegal duplication
and distribution, one of the remarkable methods
used for copyright protection is digital
watermarking.The rest of the paper is organized
as follows. In section 2, the characteristics of digital
vector map is presented. In section3, the
requirements of digital vector map watermarking
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will be presented.In Section 4, survey on digital
vector map will be presented. In Section 5, some
attacks on digital vector map watermarking will be
presented. The conclusions will be listed section
6.

Characteristics of digital vector map
Vector map data is normally composed

of spatial data, attribution data, and some
additional data used as indices or extra
descriptions. Spatial data describes the
geographical locations of the map objects which
represent the geographical objects in the real world
and always take the form of three basic geometrical
elements, i.e. points, polylines and polygons. All
these map objects are formed by many organized
vertices.

Spatial data is actually a sequence of
coordinates of these vertices based on a certain
geographical coordinate system. Attribution data
describes the properties of map objects such as
their names, categories and some other
information.

It is obvious that the information recorded
by attribution data is very important and cannot be
modified arbitrarily, so does the other additional
data mentioned above.

In all proposed watermarking algorithms,
the space for embedding watermark is provided
by the spatial data, i.e. the coordinates of vertices8.

Requirements of Digital vector map
watermarking

This section will introduce the important
requirements of watermarking systems from the
perspective of digital vector map. These
requirements can be listed as the following:-

Fidelity, Transparency, or Imperceptibility
Fidelity, transparency, or imperceptibility

means the relative similarity between the un-
watermarked vector map and the one after the
watermarking operation. A good watermarking
technique will produce a high fidelity, i.e., it
introduces very little distortion to the host object.
Transparency refers to the invisibility of the
watermark to human observers. In  other word,  it

refers  to  the  perceptual  quality  level  between
the  original  and watermarked  data9.

The Robustness
Which is the resilience of the inserted

watermark data to any processes (attacks) aimed
at either removing or distorting it. A robust
watermarking technique should produce
watermarks that are able to withstand different types
of attacks and its watermark extraction process
should be able to retrieve the watermark from the
attacked host with little difficulty10.

The Watermark Payload
This is the amount of information that the

watermark signal carries. The ideal size of a
watermarking technique depends on the
application in which the technique is used. Some
applications such as copyright protection requires
very small payload whereas watermarking for
broadcast monitoring requires high payload.

The Security
The security of a watermarking technique

is defined as the level of difficulty in identifying
what algorithms used to perform the watermarking
process. A highly secure watermarking process
would produce output that does not contain any
specific signatures that can be used to identify the
algorithm11.

The Reversibility
This requirement determines whether the

reverse of the watermarking technique can be
applied to reconstruct the un-watermarked data
from its watermarked counterpart. Reversible
watermarking is suitable for hiding data in   vector
maps because the distortions induced by data
embedding can be removed after extracting the
hidden bits. For some specific applications of vector
map, any disturbance to data accuracy during
watermark embedding and extracting is
undesirable12.

False Positive
This is the detection of watermarks in data

that does not contain any watermarks. When  we
talk  of  the  false  positive  rate,  we  refer  to  the
number  of  false  positives we  expect  to  occur  in
a  given  number  of  runs  of  the detector.  In  most
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applications,  it  is  necessary  to  distinguish
between  data  that contains watermarks and data
that doesn’t. The false positive rate of a watermark
detection system is the probability that it will
identify an un-watermarked piece of data as
containing a watermark. The seriousness of such
an error depends on the application13.

Preserving the Map Topology
This requirement is only applicable to

vector map watermarking in which the topology of
vector map can be changed after a watermarking
operation in a high degree and makes the
watermarked map invalid to use. Any vector map
has to maintain the topology during embedding
methods, since the position accuracy and topology
are very important to GIS vector map unlike in
general multimedia data. When embedding
watermark information in a collection of geometric
primitives not only perception constraints have to
be met but also geometrical properties must be
preserved: For example, if there is parallel rivers
ina geographic map, after embedding operation,
these rivers must  not intersected with each other,
also, some rivers may overlap with streets after
watermarking operation. Fig.1 shows the possible
problem after embedding operation. Most of
proposed digital vector map watermarking
schemes, don’t taken into account this situation[14].

Survey on Digital vector map watermarking

modifying the coordinates of the vertices, but their
transform coefficients instead. The main transforms
considered DFT, DWT, and DCT.

In [15], a blind watermarking scheme for
vector map is proposed based on Minimum
Encasing Rectangle (MER) of the map. MER is the
rectangle of minimum area which completely
covers all the vertices in the map. MER is employed
to keep synchronization when watermarks are
embedded and detected due to its geometry
invariance property. After gridding the map into
cells based on MER and constructing grid weight
array, spatial data is converted into frequency
domain with DCT. Watermarks are embedded in
DCT coefficients with middle-frequency.

By slightly modifying the distribution of
vertices, a watermarked map is generated.
Experiments show that our watermarking algorithm
is robust against rotation, scaling, translation
attacks. Furthermore, the robustness of the
algorithm against geometry attacks stays invariant
with the different magnitude of the translation offset,
rotation angle and scaling factor.

In [16], a blind watermarking scheme for
copyright protection of GIS vector map is proposed
based on ESRI shapefile. The watermarking
scheme mainly uses polyline length or perimeter
distribution. The watermark is embedded to the
local mean length/perimeter of a suitable group of
polyline/polygon data by changing all coordinates
of vertices according to the constraints of the
robustness and the invisibility. All the details of the
above procedures are found in the above paper.
Experimental results verified that the proposed
scheme has robustness against various geometric
attacks.

In17, a blind watermarking scheme based
on the DFT (Discrete Fourier Transform) is
proposed. This scheme is applied in several steps.
First, the vertex sequence that extracted from vector
map is carried on DFT transform. Second, divide
the phase of DFT according to the quantization
step size. Finally, we a new watermarking scheme
is introduced to embed the watermark into the
phase of DFT through quantification, which
provides robustness for watermark attacking. All

(a) L1 and L2 before

     embedding operation

(In parallel situation)

(b) L1 and L2 before

embedding operation

(In intersection situation)

Fig. 1: Possible problem,
after embedding operation

algorithms
The watermarking algorithms can be

done in two domains, spatial domain and transform
domain. In  spatial domain  the watermark is
embedded directly by modifying the coordinate
values of vertices, by using several procedures,
such as using the locational relationship of vertices,
the statistical features of coordinates, etc, While in
watermarking a vector map in transform domain,
the watermark data is embedded not by directly
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the details of the above procedures are found in
the above paper. Extensive experiments are
conducted to validate the availability, invisibility
and the robustness of the scheme.

In [18], watermarking scheme proposed
based on polygon type of ESRI by using k-means
clustering algorithm. This watermarking scheme
use k-means clustering algorithm to make all
polygons into some clusters. If we want to embed k
number of watermark bit, we should divide the
polygons into k clusters according to the distribution
of centers of polygon using k-means clustering.
Then the watermark bit is embedded to the mean
distance length of each polygon in a cluster by
using odd-even coding. Finally, the coordinates of
vertices is be changed according to the new mean
distance length of polygon which has been
embedded watermark. From experimental results,
we verify that the proposed scheme has
outstanding invisibility and good robustness
against various geometric attacks.Odd-even
coding is illustrated in details in above paper.

In19, a reversible watermarking strategy
for 2D-vector maps is proposed based on iterative
embedding. It begins with vertex grouping of each
polyline. Then only the highly correlated data sets
are selected as the cover data for iterative
embedding. Finally, the iterative embedding is
carried out by reversibly modifying the median
vertex coordinates of each selected embedding
unit. The original vector data can be strictly
recovered with accurate watermark extraction.
Meanwhile, both higher payload capacity and
better invisibility are proved through both
theoretical analysis and comprehensive
experimental validations. Experimental results
show that the proposed reversible watermarking
method is very suitable for 2D-vector map copyright
protection and secret communication.

In20, a non-blind watermarking scheme is
proposed for copyright protection of vector map. In
this algorithm, watermark is embedded in low
frequency coefficients of wavelet transform. In this
scheme, the robustness of watermark depends on
the embedding strength p. If the embedding
strength increases, the robustness of watermark
increases, but the visual degradation increases

and vice versa. Experimental results show that
the proposed algorithm is robust against noise,
data compression, format exchanging, and vertex
addition/deletion.

In21, a reversible fragile watermarking is
proposed for vector map. In this paper, a calculating
watermark for each spatial feature group,
embedding the watermark in a reversible manner
and marking the original location of each feature
using interpolated vertices. While the mark of each
feature ensures superior accuracy of tamper
localization, the reversible data-hiding method
provides exact recovery of the original content.
Moreover, this paper discusses selecting
appropriate embedding parameters to achieve
good performance in terms of the tamper
localization ability, invisibility, authentication power
and security. Experimental results show that the
proposed scheme could detect and locate
malicious attacks such as vertex/feature
modification, vertex addition/deletion, and feature
addition/deletion.There are two main drawbacks
in our scheme. First, it cannot be applied to Point
features. Second, it can locate tampered feature
groups but not tampered regions.

In [22], a new blind watermarking scheme
for vector map is proposed. The proposed scheme
is based on angle and random table. Angles in
vector map are not changed easily. The embedding
procedure of the watermark is done by; firstly,
calculating the angle using three points
(coordinates), secondly by using random table,
the integer number of calculated angle is changed
by using the random table.

Finally, the changed angle is reflected to
the points (coordinates) which are used in
calculated angle. In the other words the coordinate
is changed according to the value of a new
changed angle. The extracting procedure of the
watermark is approximately same as embedding
procedure. In this scheme, the topology of the vector
map is preserved after embedding the watermark.
Experimental results show that the proposed
scheme is robust against several attacks, such as
translation, scaling, and vertex attacks. However,
this scheme has a weak point that we cannot extract
watermarks if the angle is changed.Table 1 shows
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a summary of the survey that is mentioned in this
section

From the above survey, we found several

challenges. These challenges are listed as the
following

Distortion Control

Table 1: Summary of the survey

No Paper Domain Blindness Reversibility Topology Fidelity Similarity

1 15 DCT “ x x x x
2 16 Spatial “ x x x x
3 17 DFT “ x x x “
4 18 Spatial “ x x x x
5 19 Spatial “ “ x “ x
6 20 DWT x x x x “
7 21 Spatial “ “ x x x
8 22 Spatial “ x “ “ “

After embedding operation some
distortions can be occurred such as distortion of
the shape or the topology within        a map. In this
case, the watermarking techniques are good but
the distortion of the shape or the topology makes
the vector map invalid. From the above survey, most
algorithms don’t take into account these distortions.

Evaluating the Vector Map’s Fidelity
After applying watermarking schemes,

the embedding of hidden messages should not
degrade the validity of the cover data. From the
above survey, most proposed schemes don’t use
appropriate measures for evaluating the fidelity of
the watermarked vector maps.

Evaluating the Watermark’s Similarity
After applying watermark extracting procedure the
robustness is measured. This measure is be done
by evaluate the similarity between the original
watermark and the extracted watermark. From the
above survey, most proposed schemes don’t use
appropriate measures for evaluating the similarity.

Reversibility
Reversible watermarking is very

desirable watermarking technique in digital vector
watermark. In some applications, any changing in
the map is undesirable. For example, in military
applications this situation is very crucial.From
above survey, most of proposed schemes don’t

take into account the reversibility.

Some attacks on digital vector map
watermarking

A successful attack means that the
watermark can be removed whereas the validity
of the cover data can be preserved. The spatial
data of vector maps is virtually a floating point data
sequence with a certain precision. Consequently,
the manners and the features of the possible
attacks to vector map watermarking are also
different from the general multimedia
watermarking. In this section, some attacks will be
listed.

Geometrical Attacks
Some geometrical transforms such as

translation, rotation, and scaling are the main forms
of geometrical attacks.  For vector maps, the above
mentioned attacks are virtually coordinate
transformations where almost no information
would be lost[23].

Vertex Attacking
Vertex attacking means the attacks in

vertex level, e.g. adding new vertices into the map
(interpolation) or removing vertices from the map
(simplification or cropping). Such attacks,
especially the map simplification and cropping,
are very serious to vector map watermarking. On
the other hand, map simplification is also a
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common operation in applications to enhance the
speed of handling the map data. As a result, the
ability of surviving the map simplification is very
important to a robust watermarking scheme [24].

Object Reordering
This is an attack in object level. The spatial

data of a vector map is composed of many
coordinates of arranged vertices representing map
objects.

All objects are stored in the map file in a
certain order. Either reordering the objects in the
map, or reordering the vertices within an object
can produce a new map file without degrading
data’s precision. To some watermarking scheme
which is dependent on the objects’ order, this
operation will be a fatal attack25.

Noise Distortion
There are mainly two sources which

could introduce noise into vector maps. The first
one is some kind of daily works.  For example,
there are several popular file formats in GIS world.
The transformation among those formats could
make the data slightly distorted. The other one is a
malicious attack. Attackers attempt to destroy the
watermark by adding noise into data sets. Noise
distortion is a serious attack but it is generally not
a good choice for an attacker because the
imposition of noise could possibly degrade the
map’s validity [26].

CONCLUSIONS

In this paper some information related to
digital vector map watermarking are represented
such as , requirements of digital vector map, attacks
on digital vector map watermarking. Also, some
recommendations about challenges related to
applying digital vector map are represented in this
paper.
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