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ABSTRACT

There are several security measures to protect the sensitive, confidential and secretive data
over the internet. One of the basic mechanism is to apply a secret code of encryption. The basic
problem with encryption has been speed, the reliability of mechanism and the compatibility with different
web browsers. We have several encryption algorithms like RSA, IDEA, TEA and DES. These algorithms
are developed by different people and written in many forms i.e. in different programming languages.

Here we are proposing a model of stream cipher based on encryption techniques with digital
adder’s operation. The text is translated into hex code using some secret key (say password). The
secret key is only shared by sender and receivers. So only authorized personnel can access the data
sent.

Our model proposes to use n-bit serial adder to encrypt data with fast speed and high reliability.
The encrypted data are converted into hexadecimal to enhance the compatibility of the proposed
mechanism with different machines and platforms. We have performed an analytical analysis to
determine the best working algorithms for text web browser.
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INTRODUCTION

The information stored is secured by
several security measures. But information get the
problem of susceptibility when one send it to some
another computer on internet. As some
unauthorized person like hacker can incept, conceal
or stolen the fully or partial part of information.
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To come out of the problem, here sender
makes the text ridiculous by using encryption
methods. Thus even if hacker managed to intercept
or steal the information send, it would be
meaningless or futile for them.

The reliability of the mechanism is
measured by the efforts made by the intruder and
wasted time to decrypt or cease the original
information.

Conceptual framework

The this paper, we have proposed the
model of stream ciphers fabricated from adders.
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The basic idea of encryption is converting
a normal text into unreadable text to others. This is



68 KUMAR & SARASWATI, Orient. J. Comp. Sci. & Technol., Vol. 4(1), 67-74 (2011)

referred as cipher text. The size of encrypted data
depends on the length of bits in the secret key. The
length of the key determine the probabilities which
one ought to figure it out all its possible key values.

On the other side for the receiver to be
able to read the cipher text, the text has to be
decrypted again simply be reversing the process
using the same key.

Encryption Technique

We are considering a single line of text to
implement the encryption technique presented in
this paper. The input plain text is shown as follows.

RAJKUMAH

Now, as the above text consists of eight
characters we will store them as series of bytes
that have been concerted into hex code.

(Cipher text)
(The Procesa of decrypifion)
R 1A ] K UM A |R Character
52 |41 44 |4E 55 (4D 41 |52 Hexade civnal
Now we are using adder’s operation to TAJMAHAL

encrypt the text “RAJ KUMAR” using the secret key
or password as “TAJ MAHAL". So the encryption
key is below.

Here again we will store these eight
characters as hex code.

T 4 |]

54 4]

So we will encrypt the text “RAJKUMAR”
be applying adder function. We can consider a
series of 8 — adders to encrypt the text taken above
in order to enhance the performance of encryption.

Logic of Adder Function

The output of adder function is zero if both
(input data A) and key (input B) are identical, and
the output of adder function is one if both (data
input A) and key (input B) are not same. The output
is represented by A + B.

44 40 |41

M 1A H |A L

45 |41 4C

Following is the truth table of adder
function listed in figure 1.

Input A Input B Output A + B

0 0
0 1
1 0
1 1

o = = 0

(Figure 1 : Output of Adder function)
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Now, we use the adder function to encrypt  encrypts K, A encrypts U and so on. At the end L
the text “RAJKUMAR” by using the key “TAJMAHAL”  encrypts. R. The entire process of encryption is
where T encrypts R, A encrypts A, J encrypts J, M shown below.

R |A|] |K |U |[M |A |R |«——Plain Text

1 | 1

T |[A|J] IM|A |H |A |L |«—— Key
0 |6 |14 |5 |0 |1E |<«——Cipher text

Fig. 2: Result of Encryption

Output table of encryption process Following are the tables of their encryption
The result of encryption in listed above in  process.
figure 2,
Table 1 : Encryption of R using key T
. . har  Hex  Decimal 1281641321161 81 4| 2 1 Decimal He
Now we show the encryption of A with key A code co
R 52 |8 |=|101|1|0|1|0|0|1]0O0
Table 2 : Encryption gftexsAwighkey Ao [ 1 [ 0o |1 o[ 1] 0] 0
. . Q.0 0f40jo0of1]1)]0]= 6 (
‘har Hex  Decimal 128 64132116 8| 4 2|4 ecimal x [
code code
A 41 65| = o1 ,010]|01]01]0]|1

A 41 | 65 | =

Now we show the encryption of text J with key J.

Table 3 : Encryption of text J with key J

har Hex Decimal 128164132 161 81 4|2 1 Decimal Hex
code code
] 4A | 74| = 0 | 1 0|01 0| 1 0

] 4A | 74| =

Now we show the encryption of K with key M.
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Table 4 : Encryption of K with key M

128

har Hex
code

K 4B

M 4D

Now we show the encryption of text U with key A.

har Hex
code

u 55
A 41

Now we show the encryption of text U with key A.

Decimal

Decimal

75| =10

771 =19
0

Table 5: Encryption of U with key A.

128

8 | =

65 | =

= 20| 14

har Hex Decimal

Table 6 : Encryption of M with key H

1

1

code
M 4D | 77 | =
H 48 | 72 | =

Similarity we show the encryption of R with key L.

‘har Hex
code

R 52
L 4C

Table 7 : Encryption of text R with key L

Decimal

82 | =

76 | =

Decimal Hex

code

Decimal Hex

code

Decimal Hex

code

Decimal Hex
code
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Thus our encrypted cipher text would be following
(as shown in figure 2 also).

6|10|0)6]|14|5| 0|1E |<Cipher text

Now, at the receiver we get “RAJKUMAR”
as “600614501E” which can be only decrypted by
the authorized personnel having the key (or

password) used here like “TAJIMAHAL”.

Decryption Technique

Conversion from the received cipher text to original
plain text may be done by the reversal process of
mechanism used in encryption. Once again the
secret key (or password) will be applied in the
reversal process. We have enumerated the output
of the entire process.

6 |0 |0 |6 |14 |5 |0 |1E Cipher text
T |[A|] |[MI|A |H |A|L
R |[A|] |K |U|M |A |R lain Text

Fig. 3 : Result of decryption

Output tables of the decryption process
The result of decryption is shown in figure

Table 8 : Decryption Bteﬁimtith'lizg 641321161 81 412

Now, we show the decryption of 0 with key A

3, following are the tables of their decryption

processes.

ode
6 6 | = 0o (0 |0 |0 [0 |1 |1 |0
54)| 84 | = 0 (1 |0 |1 [0 |1 |0 |0

Table 9: Decryption of 0 with key A

lex  Decimal 1281641321161 81 4| 2 1 Decimal Hex  Char
ode code
0 0| = 0 o (0 (0 |0 |0 |0 |O
(@1 | 65 | = 0 1 0o (0 |0 |0 |0 |1
0 1 0 [0 [0 |0 10 |1 - 65 41 A

Similarly we find the decryption of 0 with J

Decimal

Hex
code

52
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Table 10 : Decryption of 0 with key J

lex  Decimal 128 64 | 32 | 16 Decimal Hex  Char
ode code
0 0l = 0 |0 |0 |0 |0 0
4A)| 74 | = 0 1 (0 |0 0
0 1 |0 |0 0 = 74 4A ]
Now we show the decryption of 6 with key M
Table 11 : Decryption of 6 with key M
lex Decimal 128 64 | 32 | 16 Decimal Hex Char
ode code
o lel=1l0 ToToJo 0
14py| 77| = |0 |1 |0 |0 1
0 (1 [0 |0 I'l= 7 4] K
Now we compute the decryption of 14 with key A.
Table 12 : Decryption of 14 with key A
lex  Decimal 1281 64 1 32 | 16 2 Decimal Hex Char
ode code
14 |20] =19 |0 [0 |1
41| e | = |2 |1 0 |0
0 |1 [0 |1 - & 5 | U
Now we show decryption of 5 with key H.
Table 13 : Decryption of 5 with key H
lex  Decimal 1281641321161 8 1 Decimal Hex Char
ode code
5 5 | = 0 (0 |0 |0 |O 1
148)| 72 | = 0 |1 (0 |0 |1 0
0 |1 |0 |0 |1 1 = 77 4D | M
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At the end we show the decryption of 1E with key L.

Table 14: Decryption of 1E with key L

lex  Decimal 128l 641321161 81 4| 2 1 Decimal Hex Char
ode code
1E | 30 | = 0 0 |0 1 1 1 1 0
40| 76 | = 0 1 0 |0 1 1 0 |0
0 1 0 1 0 |0 |1 0 = 8 5 R
Thus we find the following text from the CONCLUSIONS

cipher text “600614501E” with secret key
“TAJMAHAL”.

R A J K U M A R

RESULTS

The proposed model of cipher stream
shows that parallel bit adders can be used to encrypt
the text faster. Further no. mathematical operation
like modulo, division etc are needed and hence the
performance of the proposed model would be high
in comparison to other ciphers like IDEA, TEA, AES
and RSA.

Analytically the cryptosystems are
compared with their performance, reliability and
efforts required to break them by some intruder,
hacker or unauthorized personnel’s. The proposed
model of cryptosystem can use changeable secret
key’s (or password) to encrypt/decrypt the block of
text. As the working of the proposed model is based
on the simple logic of digital gates, it is very easy to
implement them with any architectures. High
performance with reliability is achievable by using
adders of more no of bits.
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